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Key points for strengthening research security and establishing a National
Platform for Research Security

Background

Germany and Europe are facing an increasingly complex and dynamically changing global situation,
which is marked by acute threats and systemic rivalries with countries such as Russia and China.
Rule-based international order is being attacked from many different sides and national interests and
power politics are becoming an increasingly dominant factor. These concurrent developments pose
major challenges for Germany and Europe and also have a significant impact on science and
research.

In order to maintain the openness of the research system and better protect research activities,
collaborations and infrastructures, research and knowledge security in Germany and Europe must be
strengthened systematically. This requires a holistic, whole-of-government approach based on the
principle that the shared responsibility for a secure science system governed by integrity is exercised
at all levels and by all actors within the scope of their respective competences and applicable legal
standards.

Research and knowledge security is the anticipation and management of risks such as the unwanted
leaking of knowledge and technology, illegal interference and the improper use of research results.
The aim is to protect the highly-valued freedom of science — as enshrined in Germany’s Basic Law —
while at the same time safeguarding Germany’s and Europe’s economic and security interests.

Tiered responsibility

Tiered responsibility must be exercised at all levels and by all actors, following the principle of
subsidiarity. Responsibility lies with the individual level, the institutional level, the organization level,
the Ldnder level and the federal level. Specific tasks and duties are taken from the level-specific
responsibility. Thus, at the individual level, the primary responsibility is to understand the security
relevance and risks associated with one’s own scientific work, while also ensuring that relevant
contacts and official bodies are involved, making informed decisions and reducing potential risks.
Scientific institutions and organizations and host Ldnder are primarily tasked with providing and
strengthening appropriate structures and processes for institutional research security architectures,
implementing risk-opportunity analyses on a case-by-case basis, ensuring access to information and
advice and further developing their specific information and guidance services and structures. In
doing so, existing structures in the host Ldnder and at national level should be taken into account and
duplications avoided. The Federal Government will be responsible for developing a holistic approach
that involves all stakeholders and for providing resources to support the individual level, scientific
institutions and organizations in fulfilling their responsibilities.

National Platform for Research Security

A National Platform for Research Security is to be established at federal level. The platform should
function as a tool for coordination and integration. Primarily, it should support research institutions
and organizations in their efforts to cooperate with existing and new national, European and
international services and structures to appropriately analyse and assess the opportunities and risks
of research activities and collaborations and help them to reduce risks. It should be continuously
developed to meet these needs. As a key prerequisite for this, the National Platform for Research
Security is to be evaluated by early 2029.

Tasks
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The National Platform for Research Security is to fulfil three core tasks: coordination, information
and guidance. Furthermore, it should also cooperate with the responsible (security) authorities and
offices to conduct an ongoing national research security risk analysis that, independent of individual
cases, will serve to identify existing and future national and international threats, risks and
vulnerabilities that impact research security. It is to be linked with all three core tasks.

“Coordination” comprises the alignment of actors from both government and research and the
pooling of expertise following a holistic approach. The aim is to establish a joint position based
on continuous discussion, which provides guidance, enables coherent collaboration and
improves to capacity to adapt to future developments.

The “information” task primarily refers to providing information regarding the risks associated
with a potential research activity or an emerging collaboration. This includes not only the
security-related relevance of the research field, but also that of the respective cooperation
partner as well as the geopolitical and geoeconomic context. Information and assessments from
(security) authorities are also to be used and appropriate tools and databases, especially with
regard to due diligence, are to be employed. The aim is to provide a coherent risk assessment
that uses a broad, up-to-date information base, following a standardized formula and presented
as a recommendation.

The “guidance” task covers support that goes beyond risk analyses and assessments and which
serves to reduce both the risks of a potential research activity and risks to research institutions
and organizations in a national and international context. The aim is to implement risk-based
protection measures, primarily in the form of existing and reliable institution-specific structures
and processes.

Organization

The National Platform for Research Security should comprise a coordinating steering committee and
a supporting service centre. It is planned that the platform will be mandated by the National Security
Council. In terms of organization, the service centre should be affiliated with the BMFTR. The BMFTR
intends to be the sole funding provider for the National Platform for Research Security until 2029.
Points of contact or offices — particularly at organization and/or institutional level — will be
designated for the purpose of communicating with the service centre and for establishing a

community of practice.

The steering committee will assume the strategic function of coordination, consultation and
positioning and will operate as a collegial body. Under the leadership of the Federal Ministry of
Research, Technology and Space, the committee comprises senior representatives from other
Federal Ministries such as the Federal Foreign Office, the Federal Ministry of the Interior, the
Federal Ministry of Defence, the Federal Ministry for Economic Affairs and Energy and from the
Alliance of Science Organisations and Ldnder science and research ministries as well as
representatives from (security) authorities. Science and politics will be represented equally.
Additional expertise may be called upon where necessary. The steering committee is to deal with
fundamental questions regarding research and knowledge security as well as current or future
developments in this context. It will also address particularly relevant questions regarding the
operation of the service centre.

The service centre is to execute the information and guidance tasks, primarily for the points of
contact at research institutions and organizations and their structures. In doing so, the service
centre will contribute to the development and strengthening of competence within these
institutions. Researchers and scientists are asked — as per the principle of tiered responsibility —
to contact the responsible persons or offices within their own institutions or organizations as a
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first port of call. Established advisory services such as cross-institutional ethics commissions for
security-relevant research (KEFs) and the Competence Centre for International Academic
Collaborations (KIWi) can also be included. Acting as part of a competence network, the service
centre is in continuous communication with these existing information and guidance structures
at national level and with the Joint Committee on the Handling of Security-Relevant Research
(GA), as well as with existing and new information and guidance structures at European and
international level such as the (planned) European Commission Centre of Expertise on Research
Security. The service centre will pass on particularly complex and/or politically relevant enquiries
to the steering committee. The centre also supports the work of the steering committee.

Roadmap

From January 2026: Detailed planning and preparation of the National Platform for Research
Security and concurrent drafting of a first National Research Security Risk Analysis

2026: Consultation within the National Security Council

From autumn 2026: Launch of the National Platform for Research Security with the first meeting
of the steering committee and soft opening of the service centre

From January 2027: National Platform for Research Security to become fully operational

From autumn 2028: Start of evaluation of the National Platform for Research Security



